II.
Algorithm Principles
AES, Advanced Encryption Standard:
AES has key size of 128 bits and a substitution-linear transformation network with 10 rounds. A data block to be encrypted by AES is split into an array of bytes, and each encryption operation is byte oriented. AES's round function consists of four layers. In the first layer, an 8x8 S-box is applied to each byte. The second and third layers are linear mixing layers in which the rows of the array are shifted, and the columns are mixed. In the fourth layer, sub key bytes are XORed into each byte of the array. In the last round, the column mixing is omitted.
Byte Substitution
In the Sub Bytes step, each byte in the array is updated using an 8-bit substitution S-box, the chaotic S-box. This operation provides the nonlinearity in the cipher. The S-box used is derived from chaotic map in GF (28) [5] , known to have a good nonlinearity properties. The new chaotic S-box depends on a chaotic map which is a dynamically discrete-time continuous value equation which describes the relation between present state and the next state of chaotic system. In this study one dimensional chaotic map is considered. The logistic map is a one dimensional chaotic map which is used in this paper. The logistic is defined as
Where 0<W i <1 and 0 <µ<4 and i = 0,1,2,3,……,n W i+1 is the chaotic sequence and μ is the bifurcation parameter. When μ increases to values near 4, the logistic map enters the chaotic state and the sequence that iteration produces is chaotic. Fig.1 Chaotic S-box Byte substitution
The Shift Rows:
This step operates on the rows of the state; it cyclically shifts the bytes in each row by a certain offset as shown in Fig. 2 . For AES, the first row is left unchanged. Each byte of the second row is shifted one to the left. Similarly, the third and fourth rows are shifted by offsets of two and three, respectively. For the block of size 128 bits, the shifting pattern is the same. In this way, each column of the output state of the Shift Rows step is composed of bytes from each column of the input state. Fig. 2 The shift row step representation
The Mix Column
In this step, the Mix Columns step, the four bytes of each column of the State are combined using an invertible linear transformation as shown in Fig. 3 . The Mix Columns function takes four bytes as input and output, where each input byte affects all four output bytes. Together with Shift Rows, Mix Columns provides diffusion in the cipher. During this operation, each column is multiplied by the known matrix that for the 128-bit key is: Fig. 3 Mix Column Step representation
Add Round Key:
In this step, the sub key is combined with the State. For each round, a sub key is derived from the main key using Rijndael's key schedule where each sub key has the same size as the State. The sub key is added by combining each byte of the State with the corresponding byte of the sub key using bitwise XOR. This process is indicated in Fig. 4 . IDEA is a symmetric, block-oriented cryptographic algorithm .It operates on 64-bit plaintext blocks and uses 128-bit key. IDEA is build upon a basic function, which is iterated eight times. The first iteration operates on the input 64-bit plaintext block and the successive iterations operate on the 64-bit block from the previous iteration. After the last iteration, a final transform step produces the 64-bit cipher text block. The algorithm involves only three simple operations: bitwise exclusive-or, addition modulo 2 16 and multiplication modulo 2 16 +1.
Encryption
The 64 bit input plaintext block is mixed with Chaos Sequence then it is divided in to four portion of plain text say p1 to p4 . Thus p1 to p4 are inputs to first round. There are 8 rounds consist of 128 bits key.
In each round, six sub-keys are generated from the original key. Each of the sub-keys consists of 16 bits. These six sub-keys are applied to the four input blocks p1 to p4. Thus for the first round, six keys k1 to k6 will be used. For the second round, k7 to k12 will be used. Finally for the eighth round k43 to k48 will be used.
The final step consist of OUTPUT TRANSFORMATION, which uses only 4 sub-key (k49-k52) .The final output produced is the output produced by the OUTPUT TRANSFORMATION Step, which is four block of cipher text C1 to C4 ( each consisting of 16 bits). These are combined to form 64 bit cipher text.
Rounds: Each Round involve a series of operation on the four data blocks using six keys .This steps are described below. There are multiplications, addition, and XOR operation The operations performed in the nth iteration are 1. Multiply* sub-block P1 by sub-key k1 2. Add* sub-block P2 and sub-key k 3. Add* sub-block P3and sub-key K3 4. Multiply* sub-blockP4 by sub-key K4 5. Xor the result of (1) and (3) 6. Xor the result of (2) and (4) 7. Multiply* the result of (5) by sub-key K5 8. Add* the result of (6) and (7) 9. Multiply* the result of (8) by sub-key k6 10. Add* the result of (7) and (9) 11. Xor the result of (1) and (9) 12. Xor the result of (3) and (9) 13. Xor the result of (2) and (10) 14. Xor the result of (4) and (10)
Output Transformation:
The output transformation is a onetime operation. It takes place at the end of the 8 th round. The outputs of the one iteration are the four sub-blocks produced by steps (11) to (14). The two inner sub-blocks from steps (12) and (13) are swapped, except for the last iteration. Let Y1 to Y4 denote the four 16-bit sub-blocks of the 64-bit cipher text block. The operations performed in the final transform are:
1. Multiply* sub-block Y1 by sub-key K1 to obtain S15 2. Add* sub-block Y2 by sub-key K2 to obtain S16 3. Add* sub-block Y3 by sub-key K3 to obtain S17 4. Multiply* sub-block Y4 by sub-key K4 to obtain S18 The output of this process is the final 64-bit cipher text, which is the combination of the four cipher text subblock S15-S18
Decryption
The decryption process is exactly same as the encryption process. Decryption sub-keys are calculated as either the additive or the multiplicative inverses of the encryption keys.
III. RC5 Algorithm
In RC5, the word size, number of rounds, and number of 8 bit octets of the key can be of variable length. Here we consider 64-bit plain text. The plain text is mixed with Chaos sequence to increase the security and speed of the system. 
IV. RSA Algorithm
The RSA cryptosystem, named after its inventors R. Rivest, A. Shamir, and L. Adleman, is the most widely used public key Cryptosystem. It may be used to provide both secrecy and digital signatures and its security is based on the intractability of the integer factorization. The RSA algorithm involves three steps: key generation, encryption and decryption.
Key generation:
RSA involves a public key and a private key. The public key can be known to everyone and is used for encrypting messages. Messages encrypted with the public key can only be decrypted in a reasonable amount of time using the private key. The keys for the RSA algorithm are generated the following way: To generate the two keys, choose two random large prime numbers p and q. For maximum security, choose p and q of equal length. Compute the product K=P * Q Then randomly choose the encryption key e such that e and ( p −1) (q −1) are relatively prime. Finally, use the extended Euclidean algorithm to compute the decryption key d such that d= e -1 mod ( (p-1) * (q-1)) Note that d and n are also relatively prime . The numbers e and K is the public key; the number d is the private key. The two prime's p and q are no longer needed. They should be discarded, but never revealed [4] .
Encryption:
Firstly receiver transmits her public key (n, e) to sender and keeps the private key secret. If sender wants to send message M to receiver.
Sender 
The Elgamal Algorithm
The ElGamal Algorithm provides an alternative to the RSA for public key encryption. Security of the ElGamal algorithm depends on the difficulty of computing discrete logs in a large prime modulus. ElGamal has the disadvantage that the cipher text is twice as long as the plaintext. It has the advantage the same plaintext gives a different cipher text (with near certainty) each time it is encrypted. Basically it is divided in to three parts
Key generation:
Each entity creates a public key and a corresponding private key. Receiver chooses a large prime p a in this project we assume =9967, a primitive element and a random integer with 2 ≤ ≤ -2 in this project we choose =67. Atlast Receiver computes a key as = (mod ) (1) Receiver public key is ( , , ) and its private key is d a
Encryption:
Sender encrypts a short message M (M < ) .For that sender first mix the message M with Chaos Sequence then chooses a random integer k (which he keeps secret).Sender computes r= (mod )and t ≡ And the discard k Sender sends his encrypted message (r, t) to Receiver 5.3 Decryption: Then Receiver receives the encrypted message (r, t), receiver decrypts (using her private key ) by computing
VI. Results:
The entire algorithm was first implemented in MATLAB then Chaos is applied. After applying Chaos we observe that the speed and security of the algorithm gets increased as shown in The Result of AES is shown in Fig 5 . This is the GUI version implemented using MATLAB. After Entering Plaintext when we press "Process for Cryptography". It will generate the Encryption and decryption of Algorithm with or without Chaos. We can see that Chaos takes less time to complete the process as compare to the simple AES. 
Figure 8 GUI version Of RSA
The Result of ELGamal is shown in Fig 9 . This is the GUI version implemented using MATLAB. After Entering Plaintext when we press "Process for Cryptography". It will generate the Encryption and decryption of Algorithm with or without Chaos. We can see that Chaos takes less time to complete the process as compare to the simple ELGamal.
Figure 9 GUI version Of ELGamal

VII.
Conclusion All the algorithms AES, RC5, IDEA, RSA, ELGamal are implemented in MATLAB first then Chaos sequence is applied on this algorithm. After applying Chaos it is observed that the algorithm becomes more complex and fast In this way Security as well as Speed gets increased after applying Chaos.From Table 1 it is also observed that RSA having greatest percentage time saving as compare to other algorithm. In Symmetric cryptosystem AES, RC5 and IDEA are used. In Asymmetric cryptosystem RSA and ELGamal are used The characteristics of the chaotic maps have attracted the attention of cryptographers since it has many fundamental properties such as ergodicity ,sensitivity to initial condition and system parameter and mixing property,…. etc [7] , [8] , and [9] 
